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Similar to many other developing states in Southeast Asia, Laos has nu-
merous cybersecurity challenges that require immediate attention. Laos is 
taking important steps toward enhanced cybersecurity, investing in estab-
lishing LaoCERT, the National Computer Incident Response Team for Laos, 
and putting significant efforts into training local cybersecurity personnel. 

However, much more can be done in accordance with the continuous 
growth of digital infrastructure in Laos. In fact, the cybersecurity market 
revenues in Laos are projected to grow by 9.30% annually until 2029, im-
plying further expansion of its digital infrastructure and, consequently, a 
potential rise in the number of cyber attacks. PowerDMARC’s team of 
cybersecurity experts is well aware of the potential implications of digital 
growth and the importance of firm cybersecurity infrastructure in this con-
text. 

Therefore, we have decided to examine the threat landscape in Laos to 
identify current mistakes and misconfigurations for a stronger and better 
digital future in Laos. In our case study, you will find key statistics related 
to SPF, DMARC, MTA-STS, and DNSSEC adoption rates, as well as key rec-
ommendations to enhance the cybersecurity framework in Laos. 
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Assessing the Threat Landscape

Our Laos DMARC and Email Authentication Adoption Report (2024) will 
address the following key questions:

Healthcare
Media
Banking
Telecommunications

Government
Transport
Education

Sectors Analyzed
Total domains analyzed: 1532

What’s the current state of SPF 
and DMARC adoption in Laos?

What steps can be taken to 
enhance email security and fight 
cyber attacks in Laos?

How widespread is MTA-STS 
adoption?

How does the level of 
vulnerability vary across 
different sectors?

To what extent is DNSSEC 
enabled in the country?



What Do the Numbers Say?
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DMARC Distribution
in Laos

SPF Distribution
in Laos

MTA-STS Distribution
in Laos

DNSSEC Distribution
in Laos
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Sector-wise Analysis of Domains in Laos

DMARC Adoption SPF Adoption

Healthcare Sector

MTA-STS Adoption DNSSEC Adoption
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DMARC Adoption SPF Adoption

Media Sector

MTA-STS Adoption DNSSEC Adoption
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DMARC Adoption SPF Adoption 

Telecommunications

MTA-STS Adoption DNSSEC Adoption

DMARC Adoption SPF Adoption 

Government Sector
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DMARC Adoption SPF Adoption 

Transport

MTA-STS Adoption DNSSEC Adoption

DMARC Adoption SPF Adoption 
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Comparative Analysis of SPF Adoption 
among Different Sectors in Cambodia

Comparative Analysis of DMARC Adoption 
among Different Sectors in Cambodia
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Comparative Analysis of MTA-STS Adoption 
among Different Sectors in Cambodia

Comparative Analysis of DNSSEC Adoption 
among Different Sectors in Cambodia
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DMARC & MTA-STS Adoption Rates:
Key Statistics for Laos
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Critical Errors Organizations in 
Laos Are Making 

There is a widespread lack of SPF records in the country, and this is true for all sectors. 
The education sector has the lowest percentage (71.92%) of no SPF record, meaning it 
has a better SPF adoption rate compared to other sectors for which the percentage 
ranges from 93.33% to 99.60%.

DMARC implementation is also very low. The majority of sectors have 0 or near-zero 
adoption rates. Only the education sector has a relatively higher (but still extremely 
low) correct DMARC adoption at 3.94%.

Only the education sector has some level of strict DMARC policy (i.e. “reject”) adoption, 
albeit at only 1.48%.

Regardless of the sector, MTA-STS adoption is non-existent, with 100% of domains 
not implementing MTA-STS. 

DNSSEC too has a very low adoption rate across all 7 sectors. The majority of sectors 
have no DNSSEC implementation, whereas the education sector has a relatively higher 
adoption rate at as low as 1.48%.

Sectors that are essential for national security and the economy, such as banking 
(99.60%), government (97.46%), and telecommunications (97.88%), have extremely 
high percentages of domains without SPF records.

2
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A concerning 94.65% of analyzed domains in Laos have no SPF record.
Only 1.11% of analyzed domains in Laos have DMARC correctly configured, whereas 
over 98.89% of the analyzed domains in the country do not have a DMARC record.
DNS spoofing attacks are very likely to take place in Laos, as for as high as 99.74% of 
domains in Laos, DNSSEC is completely disabled.
None of the analyzed domains (0%) in Laos have MTA-STS enabled.
Only 5.09% of domains in the country have correct SPF adoption.
Only 0.20% of total domains have the most strict and secure DMARC policy (i.e., 
“reject”) in place.
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How Can Organizations in Laos Improve 
Email Security & Deliverability?

2 Since only 1.11% of domains have correct DMARC configuration, it is crucial to pay 
attention to the correct adoption of DMARC policies. Moreover, organizations should put 
more effort into moving towards stricter DMARC policies such as “reject.”

3 Having DNSSEC disabled for 99.74% of domains in the country significantly increases the 
likelihood of DNS attacks. Therefore, special emphasis should be placed on DNSSEC 
enabling.

4 As MTA-STS adoption is now at 0% in the country, businesses across telecommunica-
tions, media, and all other sectors in Laos should implement MTA-STS at the earliest 
possible time. 

5 Making use of DKIM and adding digital signatures to outgoing emails may also help pre-
vent unauthorized operations.

As 94.65% of domains lack SPF adoption, organizations should make SPF adoption 
a priority in the near future. 
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PowerDMARC offers full-stack email authentication 
SaaS services suitable for businesses of all sizes and 
categories, including MSPs, MSSPs, governments, and 
non-profits. 

Our team leverages all relevant domain security and 
email authentication protocols (e.g. DMARC, SPF, 
DKIM, BIMI, MTA-STS, and TLS-RPT) into a single 
centralized platform, helping organizations combat 
unauthorized use of their own domains. Whether 
your fight is against phishing attacks, spoofing, 
domain abuse, or ransomware, we are here to help 
you in the most effective ways and lowest possible 
costs. 

Whether you’re based in Laos, in another Southeast Asian 
country, or any other part of the world, you can contact us 

at support@powerdmarc.com and we will help you meet 
your domain security needs in no time!
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How Can PowerDMARC Help?


